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1. Introduction to 
    Internet Shutdown

1.1 Introduction 
 

“intentional disruption of internet or electronic 
communications, rendering them inaccessible or 

including social media taxes, website takedowns, and punitive actions against 
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rationale the spread of information on social media believed to incite communal 

violence, securing public safety and national security, precautionary measures, and 



1. Internet Shutdown   
2.1 Impact of Internet Shutdown
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come from authorities in local governments, state/ regional governments, the 

shutdowns; elsewhere, these orders were issued via the executive or by central 

telecommunications sector, yet in many cases the communications regulator did 

country that gave any notice before imposing a shutdown, and the only one to give 
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2.4 State of Internet shutdown around the world

umbrella terms to justify shutdowns despite details and nuances of what actually 

directive, or just a phone call, authorities will sometimes provide the public with 

to observers that, in reality, authorities may fear protests and cut off access to the 

speech, they are often responding to a range of issues including protests, 

threats as scapegoats, it appears that governments are leveraging shutdowns to 

2.5 Anatomy of Shutdowns
1. Bandwidth Throttling

bandwidth is throttled, it results in poor performance of web content or service for 



2. Broadband Internet Shutdowns 

ubiquitous across many countries and regions, and in the majority of the countries 
where people experience internet disruptions, they are connecting using 

3. Mobile Internet Shutdowns

we looked at which countries cut access to mobile data but left broadband internet 

4.“Internet blackouts” or Blanket Internet Shutdowns 

interference with access to information, blocking social media, throttling the 

5. Mobile phone call and text message network shutdowns 
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share information, they can also be leveraged as tools for misinformation and 

authorities have responded to the problems arising from the spread of 
misinformation or disinformation with blunt, disproportionate blocking or 
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2     Internet Measurement
3.1 Internet Measuring Network Tools 

1. Active measurement

probe packets into the network and 

typically emitted from a 

personal computer which is sent 
toward a destination host by 

into the network provides an 
indication of the routing behavior, 
propagation delay, queuing delay, and 
loss that would be experienced by 

probes arrive at a destination, either 
their arrival is logged or response 

Active probing can also be done by 
approximating the behavior of typical 
applications, such as sending a 

2. Passive measurement

packets and bytes traveling through 

3. Web Access logs 

feature in web server software that is 

address of the requested, the name and 

being requested and sources of 
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4. Packet-trace Collection 

Such measurements require access 

A standard tool for logging individual 

packet activity from the network 

tcpdump consists of a time stamp, 

numbers, the transport protocol 
name, details from the packet 
header, and details of the packet 

information, especially the packet 
payload itself, provides valuable 

5. Simple network management 

networks which  protocol used by 
network management systems to 
communicate with network elements 

systems both to query network elements 
for data and to send data to network 
elements that are maintained and 
available from network elements 

the data set is gathered passively by 

simple activity counters, such as the 
number of packets transferred on a 

network is performing within acceptable 

network managers to assess in nearly 
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3      How to Document Internet Shutdowns

Despite an internet shutdown, documenters can still capture important 

Shutdowns often coincide with heightened information control and 

documenter, you must  take extra precautions to protect yourself and your 

still follow this guide to reduce the amount of sensitive data and improve 

security, install useful  documentation apps, install some everyday apps, 
keep real personal or private/ sensitive information off the device, use 

4.2 Capture 

that rely on internet access, and may not be available in the event of an 

governments, with the cooperation of telecom companies, are 
increasingly turning to internet shutdowns as a strategy to repress 



3      How to Document Internet Shutdowns

authenticate and verify the documentation they receive, a process that 

4.4  Sharing and Communicating 

and communicating and also push people into less secure forms of 
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4      Circumvention During Shutdowns

5.1  Circumventing shutdowns

established with the mission to defend and extend the digital rights of 

circumvention tips when a government orders, or is likely to order, a 

blocking, throttling, and blackouts, so that these attacks on human rights 

• 
• 
• 
• 

technical evidence and shedding light on the nature of internet shutdowns, 
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5.1.1 Measuring and Monitoring Tools

global observation network for detecting censorship, surveillance, and 

contextual tracker of internet shutdown instances around the world

personal narratives from people who are impacted by the disruptions of 
communications and access to information

shutdown issues

that enables users to quickly and easily estimate the economic cost of 
internet disruptions

measurement platform for global network performance, hosting the 

performance

• 
• 
•  
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5.2 Circumvention Tools

 i. Simple web proxies 

bar, the user enters the address into the web page form by submitting this 
web page form, the user sends the url request to the proxy web server, and 

than using the address box on their web browser to enter destination site 

Ads are generally hosted on an initial landing page and are often inserted 

Are services use software that implements a networking protocol to 

technology has traditionally been used to allow corporate and other 

but in the past few years there has been tremendous growth in the 
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iii.  HTTP/SOCKS proxies

numbers on proxy directory web sites. To use a given HTTP or SOCKS 

browser. These proxies are generally open to the public and have no 

novice users to use. While it is impossible to accurately estimate how 

the tools tested, which we put in the custom tools category, are not as 
easily categorized.
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