Project Title: Coalition and Movement Building in the Fight Against Internet Shutdowns in
Tanzania During Upcoming Elections
Digital Security Training Report: Three-Day Workshop in Dar es Salaam

2L/ NDATION

1. Introduction

From January 8 to 10, 2025, the Zaina Foundation organized a three-day digital security
training workshop in Dar es Salaam for 20 dedicated members of the Digital Rights Coalition.
Participants included journalists, lawyers, and women human rights defenders actively
engaged in promoting digital rights and ensuring online safety. This training aimed to equip
them with practical skills, knowledge, and tools to protect themselves and their communities
from online threats, particularly in the lead-up to the upcoming elections.

Digital security is not just a technical issue; it is a fundamental human right. Given the
increasing risks of hacking, data breaches, surveillance, and online harassment, the training
emphasized the importance of safeguarding personal and professional digital environments.
This report outlines the proceedings, key topics covered, and outcomes of the training,
incorporating key strategic areas from the Association for Progressive Communications (APC)
Strategic Plan (2024-2027), particularly in advancing digital rights, inclusion, and security.

2. Proceedings of the Workshop

The training was designed to be interactive, with a mix of theoretical and practical sessions.
Each day focused on different aspects of digital security, ensuring that participants gained
both foundational knowledge and hands-on experience.

Day 1: Foundational Concepts and Risk Assessment

The workshop opened with an introductory session where participants were welcomed by the
organizers, who highlighted the importance of digital security in today’s fast-changing online
landscape. Emphasizing that digital security is both a technical and human rights issue, the
session provided an overview of cyber threats, safe browsing practices, strong password
creation, and the importance of regularly updating software.



A key focus was on risk assessment, where participants engaged in exercises to identify
potential online threats they might encounter in their work. Trainers introduced frameworks
for assessing risks and developing mitigation strategies, aligning with APC’s commitment to
integrating human rights norms and standards into internet governance and policy.
Day 2: Securing Personal Devices and Communications
The second day of training delved into advanced security practices, including securing
personal devices and communication channels. Participants were trained on:

¢ Using encryption tools to protect sensitive data

e Setting up and using Virtual Private Networks (VPNs) for safer online access

¢ Implementing secure messaging applications to avoid data interception
The session emphasized digital hygiene practices, such as regular password updates and
recognizing phishing attempts. Hands-on demonstrations allowed participants to apply these
techniques in real time, reinforcing APC’s vision of fostering community-centered approaches
to digital security.
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Day 3: Data Protection, Online Privacy, and Legal Frameworks
The final day focused on data protection, privacy, and legal frameworks. Key topics included:
e Understanding data encryption and secure file storage
e Best practices for maintaining online anonymity and avoiding surveillance
e Legal aspects of digital security, including Tanzania’s cybercrime laws and legal
protections for digital rights advocates
This session was particularly empowering for women human rights defenders, as it addressed
gender-specific online threats and provided tools for countering cyber harassment. By
incorporating legal discussions, the training supported APC’s strategic goal of strengthening
networks and movements advocating for social and gender justice.

3. Outcomes and Impact
The training resulted in significant outcomes, including:



o Enhanced Digital Security Skills: Participants gained practical knowledge on securing
devices, data, and communications.

e Greater Awareness of Digital Rights: The workshop reinforced the idea that digital
security is a human right, particularly for activists and media professionals.

¢ Community Building: The training fostered a sense of solidarity among digital rights
advocates, strengthening local networks for ongoing support and collaboration.

e Empowered Women Defenders: Female participants found the gender-specific
security measures particularly beneficial, addressing unique challenges they face in
online spaces.

The discussions and practical exercises helped participants build confidence in applying digital
security tools. The hands-on approach ensured that skills were not only learned but also
immediately applied. The creation of peer support networks further strengthened collective
resilience against online threats.

4. Recommendations for Future Trainings
To further enhance the effectiveness of digital security initiatives, the following
recommendations are proposed:

o Expand Training Reach: Future sessions should include more participants, particularly
from rural areas and marginalized communities, aligning with APC’s goal of promoting
internet accessibility and inclusion.

¢ Introduce Continuous Capacity Building: Follow-up sessions should be conducted
periodically to reinforce learning and introduce new digital security advancements.

o Develop Localized Resources: Training materials should be translated into Swahili and
adapted for different contexts to ensure greater accessibility.

5. Conclusion

The three-day digital security training in Dar es Salaam was a highly impactful initiative that
not only enhanced technical skills but also reinforced the importance of digital rights as
fundamental human rights. By covering device protection, circumvention tools, encryption,
secure communications, and legal aspects of digital security, the training equipped journalists,
lawyers, and women human rights defenders with the necessary tools to safeguard
themselves and their communities.

The training also strengthened the network of digital rights advocates in Tanzania, ensuring
that participants remain connected and can support each other in the face of online threats.
With the upcoming elections, the knowledge and skills gained from this workshop will be
instrumental in countering digital repression and maintaining online freedoms.

The Zaina Foundation remains committed to providing ongoing support and follow-up
sessions to ensure lasting improvements in digital security practices within the community
and among all Digital Rights Coalition members.
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